Example output:

ASAN:SIGSEGV

==11348==ERROR: AddressSanitizer: SEGV on unknown address 0x000000000000 (pc
0x7f440c6fa8c8 sp 0x7ffd88d08360 bp 0x7ffd88d08950 TO)

==11348==WARNING: Trying to symbolize code, but external symbolizer is not initialized!

#0 0x7f440c6fa8c7 (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x9328c7)

#1 0x7f440c6ead13 (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x922d13)

#2 0x7f440c6f9303 (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x931303)

#3 0x7f440c6ead13 (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x922d13)

#4 0x7f440c6e8507 (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x920507)

#5 0x7f440c6e45fa (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x91c5fa)

#6 0x7f440c766014 (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x99e014)

#7 0x7f440c7622d8 (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x99a2d8)

#8 0x7f440c761278 (/home/lolopop/projects/exiv2/build-
clang/exiv2/src/libexiv2.s0.26+0x999278)

#9 0x47d99d (/home/lolopop/projects/exiv2/build-clang/exiv2/bin/convert-
test+0x47d99d)

#10 0x7f440a9adf44 (/lib/x86_64-linux-gnu/libc.so0.6+0x21f44)

#11 0x47ccOc (/home/lolopop/projects/exiv2/build-clang/exiv2/bin/convert-
test+0x47ccOc)

AddressSanitizer can not provide additional info.

SUMMARY: AddressSanitizer: SEGV ??:0 ??



==11348==ABORTING

Debug info:

invalid type value detected in Image::printIFDStructure: 256
Error: Directory Image: Next pointer is out of bounds; ignored.

Warning: Directory Image, entry 0x0111 has unknown Exif (TIFF) type 256; setting type size
1.

Error: Directory Image, entry 0x0111 has invalid size 1342177280*1; skipping entry.
Warning: Directory Image, entry 0x0111: Size or data offset value not set, ignoring them.

Warning: Directory Image, entry 0x0501 has unknown Exif (TIFF) type 256; setting type size
1.

Error: Directory Image, entry 0x0501 has invalid size 1476395008*1; skipping entry.

Warning: Directory Image, entry 0x0301 has unknown Exif (TIFF) type 256; setting type size
1.

Error: Offset of directory Image, entry 0x0301 is out of bounds: Offset = 0x28000000;
truncating the entry

Warning: Directory Image, entry 0x0301 has unknown Exif (TIFF) type 256; setting type size
1.

Error: Offset of directory Image, entry 0x0301 is out of bounds: Offset = 0x29000000;
truncating the entry

Warning: Directory Image, entry 0x0301 has unknown Exif (TIFF) type 512; setting type size
1.

Error: Directory Image: Next pointer is out of bounds; ignored.

Warning: Directory Image, entry 0x0111 has unknown Exif (TIFF) type 256; setting type size
1.

Error: Directory Image, entry 0x0111 has invalid size 1342177280%*1; skipping entry.
Warning: Directory Image, entry 0x0111: Size or data offset value not set, ignoring them.

Warning: Directory Image, entry 0x0501 has unknown Exif (TIFF) type 256; setting type size
1.

Error: Directory Image, entry 0x0501 has invalid size 1476395008*1; skipping entry.

Warning: Directory Image, entry 0x0301 has unknown Exif (TIFF) type 256; setting type size
1.



Error: Offset of directory Image, entry 0x0301 is out of bounds: Offset = 0x28000000;
truncating the entry

Warning: Directory Image, entry 0x0301 has unknown Exif (TIFF) type 256; setting type size
1.

Error: Offset of directory Image, entry 0x0301 is out of bounds: Offset = 0x29000000;
truncating the entry

Warning: Directory Image, entry 0x0301 has unknown Exif (TIFF) type 512; setting type size
1.

Program received signal SIGSEGV, Segmentation fault.

0x00007ffff7a25c46 in Exiv2::Internal::TifflmageEntry::doWritelmage (this=0x6188b0,
ioWrapper=...) at /home/lolopop/projects/exiv2/src/tiffcomposite.cpp:1614

1614 uint32_t len = pValue()->sizeDataArea();
(gdb) p pValue()

$3 = (const Exiv2::Value *) 0x0

(gdb) bt

#0 0x00007ffff7a25c46 in Exiv2::Internal::TiffmageEntry::doWritelmage (this=0x6188b0,
ioWrapper=...) at /home/lolopop/projects/exiv2/src/tiffcomposite.cpp:1614

#1 0x00007ffff7a259dd in Exiv2::Internal::TiffComponent::writelmage (this=0x6188b0,
ioWrapper=..., byteOrder=Exiv2::littleEndian) at
/home/lolopop/projects/exiv2/src/tiffcomposite.cpp:1559

#2 0x00007ffff7a25a99 in Exiv2::Internal::TiffDirectory::doWritelmage (this=0x619d10,
ioWrapper=..., byteOrder=Exiv2::littleEndian)

at /home/lolopop/projects/exiv2/src/tiffcomposite.cpp:1574

#3 0x00007ffff7a259dd in Exiv2::Internal::TiffComponent::writelmage (this=0x619d10,
ioWrapper=..., byteOrder=Exiv2::littleEndian) at
/home/lolopop/projects/exiv2/src/tiffcomposite.cpp:1559

#4 0x00007ffff7a2436b in Exiv2::Internal::TiffDirectory::doWrite (this=0x619d10,
ioWrapper=..., byteOrder=Exiv2::littleEndian, offset=8, valueldx=4294967295,
dataldx=4294967295,

imageldx=@0x7fffffffde98: 3240) at
/home/lolopop/projects/exiv2/src/tiffcomposite.cpp:1204



#5 0x00007ffff7a23c2f in Exiv2::Internal::TiffComponent::write (this=0x619d10,
ioWrapper=..., byteOrder=Exiv2::littleEndian, offset=8, valueldx=4294967295,
dataldx=4294967295,

imageldx=@0x7fffffffde98: 3240) at
/home/lolopop/projects/exiv2/src/tiffcomposite.cpp:1079

#6 0x00007ffff7a2f915 in Exiv2::Internal::TiffParserWorker::encode (io=...,
pData=0x7ffff7ff4000 "II*", size=459, exifData=..., iptcData=..., xmpData=..., root=131072,

findEncoderFct=0x7ffff7a2ef9a <Exiv2::Internal::TiffMapping::findEncoder(std::string
const&, unsigned int, Exiv2::Internal::Ifdld)>, pHeader=0x6124b0, pOffsetWriter=0x0)

at /home/lolopop/projects/exiv2/src/tiffimage.cpp:1980

#7 0x00007ffff7a2e987 in Exiv2::TiffParser::encode (io=..., pData=0x7ffff7ff4000 "II*",
size=459, byteOrder=Exiv2::littleEndian, exifData=..., iptcData=..., xmpData=...)

at /home/lolopop/projects/exiv2/src/tiffimage.cpp:306

#8 0x00007ffff7a2e75d in Exiv2::Tifflmage::writeMetadata (this=0x6072b0) at
/home/lolopop/projects/exiv2/src/tiffimage.cpp:249

#9 0x0000000000402c5d in main (argc=2, argv=0x7fffffffe508) at
/home/lolopop/projects/exiv2/samples/convert-test.cpp:30

Explanation:

| see the tiff structure of the crash161 file by using 010edit.exe

uintlf numentries 15
+ struct ENT dir[0] ImageWidth (258): eSHORT
+ struct ENT dir[1] StripOffzetz (2T3): =SHORT
+ struct ENT dir[2] BitsFerSample (¥53): =SHORT
th struct ENT dir[3] Compression [(Z59): eSHORT
th struct ENT dir[4] FhotometricInterpretation (262): eSHORT
th struct ENT dir[S5] FillOrder (26A): =SHOET
+ struct ENT dir[6] DocumentName [(269): =ASCIT
+ struct ENT dir[T] StripOffzets (ET3): LOWG
+ struct ENT dir[8] Orientation (2T4): =SHORT
+ struct ENT dir[9] SamplesFerFixel (27T7): =SHORT
+ struct ENT dir[10] RowsFerStrip (2T8): eSHORT
th struct ENT dir[11] StripByteCounts (279): =LOHG
th struct ENT dir[1Z] ¥Resolution [(Z3Z): eRATIONAL
th struct ENT dir[13] Striplffsetzs FT3):
+ struct ENT dir[14] [1281):
+ struct ENT dir[15] [TRI):
+ struct ENT dir[18] [TRI):
+ struet ENT dir[1T7] [TRI):

uint32 offset 30000301h



erum TAG tag
erum TAGTYPE txp
uint3Z count
uint3Z wallffszet
=l struct ENT dir[15]
enum TAG tagz
erum TAGTYFE txp
uint3Z count
uint3Z2 wallffzet
=l struct ENT dir[16]
erum TAG tag
erum TAGTYFE txp
uintiZ count
uint3Z wallff=zet
=t struct ENT dir[1T7]
erum TAG tagz
erum TAGTYFE txp
uint3Z count
uint3Z wallffzet
uint3Z off=et

1281

PLE

14TE395005

1C0D0001L
(TR9)

TED

256

1BTTTZ16

2000000k
(TR9)

TEY

PEE

1BTTTZ1E

29000000k
(TBQY:

TED

512

]

40000100k

20000301k

The structure of the normal tiff file is as follows

B-=truct TFD 1f4d

uintlf numentries
struct ENT dir[0]
struct ENT dir[1]
struct ENT dir[2]
struct ENT dir[3]
struct ENT dir[4]
struct ENT dir[5]
struct ENT dir[6&]
struct ENT dir[T]
struct ENT dir[5]
struct ENT diz[3]
struct ENT dir[10]
struct ENT dir[11]
struct ENT dir[12]
struct ENT dir[13]
struct ENT dir[14]
struct ENT dir[15]
struct ENT dir[18]
struct ENT dir[17]
uint3Z offset

L

15

ImageWidth (256): =SHORT
Imagelength (25T7): =SHORT
BitsFerSample (258)1: eSHORT
Compreszien (259): eSHORT
FhotometricInterpretation (262): =SHORT
FillOrder (268): <SHORT
DocumentHame (269): eASCIT
Striplffsets (273): <LOHG
Orientation (2T4): eSHORT
SamplesFerPixel (2TT): eSHORT
RowsPerStrip (2T8): eSHORT
StripBwteCounts (2791 eLOHG
¥Resolution (232): eRATIONAL
YResolution (283): =RATTONAL
FlanarConfiguration (254): =SHORT
Resolutionlmit (296): eSHORT
FPageHumber (29T): =SHORT
ColorMap (3200: =SHORT

Ok



B ztruct IFD ifd |

uintlf numentries 18

[=F struct ENT dir[0]

enum TAG tag
enum TAGTYFE typ
uint32 count
uintlf walue
mintlf padding

= strnect ENT dir[1]

enum TAG tag
enum TAGTYFE typ
uint3? count
uintlf walue
uintlé padding

= struct ENT dir[Z]

enum TAG tag
enum TAGTTFE typ
uint3? count
uintlh walue
uintlf padding

ImageWidth [Z56): eSHORT
Imagefidth (256)

eSHIRT (3]

1

32

]

Imagelength (2571: =SHORT
Imagelength (257)

eSHORT (3]

1

a2

]

BitsPerSample (255): =SHORT
BitsPerSample (2580
eZHORT (3]

1

4

]

You can see structure exception of tiff file on crash161 file, the last four struct stored data is

wrong.

By looking at the source code, the value of pValue () is affected by the value of pValue_.

o - i m -

const Value* pValue()
JIEY

coenst { return pValue_ ; }

The value of pValue_ is assigned by these two methods.

TiffEntryBase: : TAiFFEntryBase(uintls_t tag, IfdId group, TiffType tiffType)
: TiffComponent(tag, group),

tiffType_(tiffType), count_(8), offset_(a),
size_(@), pData_(@), isMalloced_(false), idw_(@),
pValues_(8)

{

T

TiffEntryBase:: TLFFEntryBase(const TiffEntryBasei rhs)

v TiffComponent{rhs),
tiffType_(rhs.tiffType_),
count_(rhs.count_),
offset_(rhs.offset_),
zsize_(rhs.size_),
phata_(rhs.pData_),
izMalloced_(rhs.isMalloced_},
idx_(rhs.idx_J,
pValue_{rhs.pValue_ ? rhs.pValue_->clone().release() : @)

1
if (rhs.isMalloced_) {
pData_ = new byte[rhs.size_];
memcpy(pData_, rhs.pData_, rhs.size_);
¥
T

Here we are denoted as TiffEntryBasel and TiffEntryBase2, respectively.



Break down these two methods,

breakpoint keep y  0x00007fa6236b3d@1 in Exiv2::Internal::Tiffen :TiffEntryBase(Exiv2: :Internal: :TiffEntryBase const&)

/lolopop/project te.cpp:260
hw watchpoint keep y - 1 pValue_
breakpoint keep y

The program calls TiffEntryBasel to get the tag in each structure. As shown below, it will

cycle 18 times here.

Breakpoint 11, Exiv2::Internal::TiffEntryBase::TiffEntryBase (this 7660, tag=256, group=Exiv2::Internal::ifdeId, tiffType=7) at /home/lolopop/projects/e: rc/tiffcomposite.cpp: 185
165 pvalue_()

The program calls TiffEntryBase2 to get the other parameters in each structure.

Jtiffcomposite.cpp:260

Since the last four of the 18 structures were wrong, TiffEntryBase2 only called 14 times. The

15th call is TiffEntryBasel, where pValue_ is equal to 0x0.

The program will call the following code
uint32_t TiffComponent::Wrltelmage(Ickrapperd iolrapper,
ByteOrder byteOrder) const

{
return doWriteImage(ioWrapper, bytelrder);
¥ fF TiffComponent::writeImage

When you parse the wrong structure, the TifflmageEntry :: doWritelmage method is called.

uint32_t TiffImageEntry::doWriteImage(iowrappers iokirapper,
ByteOrder *byteOrder®/) ¢

J uint32 t len = pValue()->sizeDataArea(); |
LA 13
#ifdef DEBUG
std::cerr "TiffImageEntry, Directory * << groupName(group())
", entry Ox™ << std::setw(4)
std::setfill('@e") std::hex tag() std: :dec
“: Writing data area, size = " 1¢

fendif

DataBuf buf pValue()->dataArea();
ioWrapper.write(buf.pData_, buf.size_);
uint32_t align = len & 1; A
if (align) io

1; Align image data to word boundar
Wrapper.putbh(0x8);

’

else {
#ifdef DEBUG
std::cerr "TiffImageEntry, Directory " << groupName(group())
", entry Ox" std: :setw(4)
std: :setfill('9*) std: :hex tag() std: :dec
“: Writing * strips_.size() “ strips”;
#endif

const_iterator i strips_.begin(); i strips_.end(
r.write(i->first, i->second);
second;

At this point, pValue_ = 0x0, so pValue () gets the value 0xO.

So a Segmentation fault occurs.
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